
ACCESS RMHP USER AGREEMENT FOR PROVIDERS 

This Agreement ("Agreement") is between Rocky Mountain Health Maintenance 
Organization, Inc. dba Rocky Mountain Health Plans, with a place of business at 
2775 Crossroads Blvd., Grand Junction, CO and its affiliates ("RMHP") and you as an 
individual health care provider, group or facility and any others that you are acting for 
("You") and describes the terms of your use of this web site ("Web Site").  

USE OF MATERIAL. 

The contents of the Web Site, such as text, graphics, images, and other materials 
("Material") are protected by copyright under both United States and foreign laws. 
Unauthorized use of the Material may violate copyright, trademark, and other laws. 
RMHP authorizes You to view and download a single copy of certain of the material on 
the Web Site solely for your own interactions with RMHP. You may not sell or modify 
the Material or reproduce, display, publicly perform, distribute or otherwise use it for any 
public or commercial purpose. The use of the Material on any other Web site is 
prohibited. 

RMHP makes no claims that the Materials may be downloaded outside of the United 
States. Access to the Materials (including any software) may not be legal by certain 
persons or in certain countries. If You access the Web Site from outside of the United 
States, You do so at your own risk and are responsible for compliance with the laws of 
your jurisdiction.  

You agree not to use this Web Site or any advertising or information contained in it in 
violation of any laws, regulations or ordinances, including without limitation, those 
pertaining to the fraud and abuse or anti-kickback provisions of the federal Medicare and 
Medicaid laws. Any advertisement, links with other web sites, co-hosts or references to 
third parties are not endorsements of such third parties’ products or services and are not 
intended to result in any referrals or compensation to You or RMHP. 

PRIVACY; CONFIDENTIALITY; SECURITY. 

Privacy of Your Information. RMHP may use the information that it obtains about 
You, including your IP address, name, mailing address, email address and use of the Web 
Site, for its internal business and marketing. 

Confidentiality & Security.  

A. Account Administrator and Authorized Users.  You agree to establish and 
identify an “Account Administrator” who must be authorized to access certain 
portions of the Web Site in order to perform account administration and access 
private and confidential information. The Account Administrator is the only 
person who may act on your behalf to establish and identify other persons 
(“Authorized Users”) who may access the Web Site as information in some 



instances is considered to be private and confidential in nature.  You must 
contact RMHP if it becomes necessary to request a change of your Account 
Administrator, and You agree to cooperate with RMHP’s reasonable 
requirements in order to verify that the request is valid and appropriately 
authorized. Only authorized agents, employees, or third parties acting on 
behalf of You may be identified as Authorized Users that are permitted to 
access information and Material from this Web Site.  The Account 
Administrator and all Authorized Users must protect against unauthorized 
disclosures and appropriately handle the information they view.  The Account 
Administrator shall manage access rights for such Authorized Users by 
removing access rights when a particular Authorized User no longer needs 
access in order to act on your behalf.  Regardless, RMHP may terminate or 
suspend any Account Administrator or Authorized User’s right to access the 
Web Site at any time, with or without cause, and without any prior written 
notice. You shall ensure that all Account Administrators and Authorized Users 
are aware of and comply with the terms of this User Agreement, and have 
entered necessary agreements including HIPAA compliant “business associate 
agreements” when appropriate.  

B. Non-Compliance.  Non-compliance by You, the Account Administrator or an 
Authorized User with the Confidentiality and Security provisions of this User 
Agreement could result in sanctions and corrective action, including revoking 
access, suspended privileges, and requirements to mitigate potential harm to 
RMHP members, business associates, and customers or your patients. 

C. Compliance with Applicable Law. You agree to comply with all state, federal 
or local laws regarding privacy and confidentiality.  In particular, whether or 
not You are a “covered entity,” as that term is defined under the Health 
Insurance Portability and Accountability Act of 1996, as amended and 
regulations promulgated thereunder (collectively “HIPAA”), You agree to 
abide by HIPAA in all respects with respect to “protected health information,” 
“electronic protected health information” and “individually identifiable health 
information,” as those terms are defined in HIPAA (but without respect to 
whether such information is in electronic or non-electronic form) (collectively 
“PHI”) that You create, receive, use, disclose, maintain, or transmit in 
connection with the Web Site.  

D. Security. RMHP has implemented a variety of technical measures in order to 
protect against unauthorized access to sensitive information. These measures 
include, but are not limited to, authentication, encryption, audit controls, and 
data integrity.  This Web Site and its web server is secured (note the 
https://URL location field). Your IDs and passwords, monitored for utilization 
and access, add an additional layer of authentication; You agree to safeguard 
this personal information. You shall implement appropriate administrative, 
physical, and technical safeguards that reasonably and appropriately protect the 
confidentiality, integrity, and availability of PHI that You create, receive, 
maintain, or transmit in connection with the Web Site.  Such administrative, 
physical, and technical safeguards shall be implemented in order to prevent 
any use or disclosure of the PHI other than those permitted under HIPAA. 



E. Whether or not You are a “covered entity,” as that term is defined in HIPAA, 
You agree to abide by HIPAA in all respects with respect to PHI that You 
create, receive, use, disclose, maintain, or transmit in connection with the Web 
Site.   

F. Notification of Breach of Confidentiality or Security. You will notify RMHP 
within five days of any security incident or any other use or disclosure of PHI 
not permitted by or contrary to the terms of HIPAA of which You become 
aware. 

LINKS TO OTHER SITES. 

The Web Site may contain links to third party Web sites. These links are provided solely 
as a convenience to You and not as an endorsement by RMHP of the contents on such 
third-party Web sites. RMHP is not responsible for the privacy policies, content of linked 
third-party sites and makes no representations or warranties regarding the content or 
accuracy of information or data on such third party Web sites.  

You shall not provide a link to the Web Site without RMHP’s express written permission.  

INDEPENDENT MEDICAL JUDGMENT; MEDICAL ADVICE; ADVERTISING 
AND ENDORSEMENTS.  

Notwithstanding any protocols, guidelines, databases, decision support tools or matrices, 
information concerning an RMHP Member’s eligibility or the extent of a Member’s 
coverage or the content of links to other web sites that may be provided by RMHP on the 
Web Site or otherwise, You agree to exercise your independent medical judgment in 
diagnosing and treating Members. Any medical information included in the Materials is 
not medical advice.  Any advertising on the Web Site or links to any other web site do 
not constitute endorsements of any product, service or web site and are provided solely 
for Your convenience.  

RMHP'S LIABILITY. 

The Material may contain inaccuracies or typographical errors.  Except to the extent that 
RMHP (1) intends for providers to use this website as an eligibility "verification 
mechanism" under 10-16-705(12)(c), C.R.S., (2) specifically communicates otherwise in 
other written communications or (3) is prohibited by applicable law, RMHP does not 
make any guarantees as to the accuracy, reliability, completeness, or timeliness of the 
Material or about the results to be obtained from using the Web Site and the Material. 
The use of the Web Site and the Material is at your own risk. Changes are periodically 
made to the Web Site and may be made at any time. 

RMHP DOES NOT WARRANT THAT THE WEB SITE WILL OPERATE ERROR-
FREE OR THAT THE WEB SITE AND ITS SERVER ARE FREE OF COMPUTER 
VIRUSES AND OTHER HARMFUL GOODS. IF YOUR USE OF THE WEB SITE OR 



THE MATERIAL RESULTS IN THE NEED FOR SERVICING OR REPLACING 
EQUIPMENT OR DATA, RMHP IS NOT RESPONSIBLE FOR THOSE COSTS. 

THE WEB SITE AND MATERIAL ARE PROVIDED ON AN "AS IS" BASIS 
WITHOUT ANY WARRANTIES OF ANY KIND. RMHP, TO THE FULLEST 
EXTENT PERMITTED BY LAW, DISCLAIMS ALL WARRANTIES INCLUDING 
THE WARRANTY OF MERCHANTABILITY, NON-INFRINGEMENT OF THIRD 
PARTIES RIGHTS, AND THE WARRANTY OF FITNESS FOR PARTICULAR 
PURPOSE. RMHP AND ITS SUPPLIERS MAKE NO WARRANTIES ABOUT THE 
ACCURACY, RELIABILITY COMPLETENESS OR TIMELINESS OF THE 
MATERIAL, SERVICES, SOFTWARE TEXT, GRAPHICS AND LINKS.  

IN NO EVENT SHALL RMHP BE LIABLE FOR ANY DAMAGES WHATSOEVER 
(INCLUDING, WITHOUT LIMITATION, SPECIAL, INDIRECT, INCIDENTAL AND 
CONSEQUENTIAL DAMAGES, LOST PROFITS, OR DAMAGES RESULTING 
FROM LOST DATA OR BUSINESS INTERRUPTION) RESULTING FROM THE 
USE OR INABILITY TO USE THE WEB SITE OR ANY DELAYS, ERRORS, 
MALFUNCTIONS, COMPATIBILITY PROBLEMS OR BREAKDOWNS WITH 
RESPECT TO THE WEB SITE AND THE MATERIAL, WHETHER BASED ON 
WARRANTY, CONTRACT, TORT OR ANY OTHER LEGAL THEORY AND 
WHETHER OR NOT RMHP IS ADVISED OF THE POSSIBILITY OF SUCH 
DAMAGES.  

INDEMNITY. 

You agree to defend, indemnify, and hold harmless RMHP, its officers, directors, 
employees and agents, from and against any liabilities, claims, actions, suits, 
proceedings, judgments, or demands asserted by any third parties, including Members of 
RMHP and their families, including without limitation reasonable legal and accounting 
fees, alleging or resulting from your access or attempted access to the Web Site, your use 
of the Material (including any software) or your breach of the terms of this Agreement. 
This provision survives the termination or expiration of this Agreement. 

You agree to defend, indemnify, and hold harmless RMHP, its officers, directors, 
employees and agents, from and against any liabilities, claims or fines asserted against 
RMHP by any regulatory agency under federal, state or local law, resulting from your 
access or attempted access to the Web Site, your use of the Material (including any 
software) or of any PHI that you create, receive, use, disclose, maintain, or transmit in 
connection with the Web Site in breach of the terms of this Agreement 

LIMITATIONS. 

The descriptions of products and services contained on the Web Site are offered as a 
convenience to You and do not contain all of the terms, conditions, limitations and 
exclusions that may be applicable. Use of the Web Site and access to the Material and 
information presented do not create or represent a guarantee of benefits or payment. All 



services are subject to any limitations or exclusions that are in effect at the time an 
RMHP Member services. All benefits, coverage, eligibility and effective date information 
is dependent upon RMHP's receipt, acceptance, and processing of the subscriber's 
premium through our computer system. Thus, the information viewed on this system may 
not be the most current information available. 

TERMINATION. 

RMHP may terminate or limit your access or usage of the Web Site and the Material at 
any time without notice. In the event that RMHP terminates this Agreement, You shall 
destroy any copies of the Material which You have downloaded and shall relinquish any 
passwords or codes You maintain in connection with the Web Site.  

GENERAL. 

This Agreement is governed by the internal substantive laws of the State of Colorado. By 
accessing and using the Web Site, You consent to the jurisdiction of the state courts 
located in Colorado and to the application of the laws of such state to disputes arising 
under this Agreement. If any provision of this Agreement is found to be invalid by any 
court having competent jurisdiction, the invalidity of such provision shall not affect the 
validity of the remaining provisions of this Agreement, which shall remain in full force 
and effect. No waiver of any term of this Agreement shall be deemed a further or 
continuing waiver of such term or any other term.  

Except as expressly provided in any software license or material on particular Web pages, 
this Agreement constitutes the entire agreement between You and RMHP with respect to 
the use of the Web Site. RMHP may make changes to this Agreement at any time by 
proving notice to You (posting such change to the Web Site for You to view shall 
constitute such notice). You shall be required to accept such change as a condition to 
receiving ongoing access to the Web Site. Any changes to this Agreement requested by 
You must be made in writing, signed by an authorized representative of RMHP. 

Neither RMHP nor You shall be responsible for delays or failures in performance 
resulting from acts or events beyond the control of either party, including but not limited 
to, acts of nature, governmental actions, fire, labor difficulties or shortages, civil 
disturbances, transportation problems, interruptions of power, supply or communications 
or natural disasters. 

IT IS UNLAWFUL TO KNOWINGLY PROVIDE FALSE, INCOMPLETE OR 
MISLEADING FACTS OR INFORMATION TO AN INSURANCE COMPANY 
FOR THE PURPOSE OF DEFRAUDING OR ATTEMPTING TO DEFRAUD 
THE COMPANY.  PENALTIES MAY INCLUDE IMPRISONMENT, FINES, 
DENIAL OR INSURANCE AND CIVIL DAMAGES.  ANY INSURANCE 
COMPANY OR AGENT OF AN INSURANCE COMPANY WHO KNOWINGLY 
PROVIDES FALSE, INCOMPLETE OR MISLEADING FACTS OR 
INFORMATION TO A POLICYHOLDER OR CLAIMANT WITH REGARD TO 



A SETTLEMENT OR AWARD PAYABLE FROM INSURANCE PROCEEDS 
SHALL BE REPORTED TO THE COLORADO DIVISION OF INSURANCE 
WITHIN THE DEPARTMENT OF REGULATORY AGENCIES. 

 


